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File Edit Tools Options Help

I':;,....,, Audit Guide | Scam | Reports

e

Filter Set: | Security Auditor View ~ My Issues

s E50] 11 347 | W 473 ]

Group By: | Category »

™1 Cross-Site Scripting: Persistent - [0 / 27]

1 Cross-Site Scripting: Reflected - [0/ 21]

_] Password Management: Hardcoded Passwo
"] Password Management: Password in HTML
73

("1 Path Manipulation
& (] SOL Injection - [0/ 12]
&' DBUt java:31 (Shared Sink) - [0/ 6]
4 g GoodsDaojava:B6 (Shared Sink)
g from GoodsDetailjspst (SQL Injection
from GoodsDetailServietjava:E9 (SQL

/6l

& from CperateGoodsjsp:70 (SQL Inject

& from OperateGoods jsp:38 (SQL Injection) |

rispi23 (SQL Injecti
& from OperateOrderjsp:57 (SQL Inject

public GoodsModel getGoods({String id)
0

{

Goodshodel mo
String sql_Str=

=null;
£

th_goods where id="+id;

o il db=new DEUtil(sgl_Str);

Statemeént sm=db.getConn().createStatement();

ResultSet rs=sm.executeQuery(sql Str);
if(rs.next{))

{

catch({SQLException ex)

sodel=new GoodsModel();

model.setID{rs.getInt("id"));
model. 2etGood:
sodel. setGoodsTypeID(rs . getInty
model.setDescription(rs.getString(
sodel. setGoodsPrice(rs.getInt(
sodel.setGoodsImage(rs.getString( "Goo

ex.printStackTrace();

Show: All -

Group by: | package -

 Include external APT

Top-level functions

AdminManager

com.eshop.dac
com.eshop.model
com.ashop.page
com.eshop.senet
com.eshop.ubl

com jspsmartupload
java.awt
java.awtimage
javaio

javalang
java.security

java.sq

java.util

fa]

fram Goods

#) GoodsDetailjsp:6 - getParameter(return)

= GoodsDeta: :6 - Assignment to goodsid
-8 - getGoods(l)
0 - Assignment to sgl Str

#) GoodsDacjava:85 - executeQuery(l)

i5p._jspSenice

] [ coodsDao.getGoods

(el ger

(= Assign

Cel) ge1Gaoas

java.utlregex
javax.imageio
javax serviet

javax.serviethmp

H jevaxservietjsp
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Filter Set: !Security Auditor View vl | My Issues

-65|[:]ae[!:|1]|:|320[l13473]

Group By: lC,ategory Vl

(] Cross-Site Scripting: Persistent - [0 / 27]

(] Cross-Site Scripting: Reflected - [0 / 21]

] Password Management: Hardcoded Passwc
[] Password Management: Password in HTML
] Path Manipulation - [0 / 3]

(] SQL Injection - [0 / 12]
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o iy Advanced...
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i Analysis Evidence

#() GoodsDetail.jsp:6 - getParameter(return)
:= GoodsDetail.jsp:6 - Assignment to goodsid
#() GoodsDetail jsp:8 - getGoods(0)

:= GoodsDao.java:80 - Assignment to sql_Str
#() GoodsDao,java:86 - executeQuery(0)

Diagranm
from GoodsDetail jsp:6 (SQL Injection)
| isp._jspSenvice 1 | GoodsDao.getGoods
(&l) getParameter(return) DES B :
(= Assignment to goodsid ) £ ’
(#{) getGoods(0) 8 ) =

G: Assignment to sql_Str a:_)

(#{) executeQuery(0) 85 ) sink




HPE Security
Fortify Audit Workbench

Start Mew Project

gg Scan Java Project...

Advanced Scan

Open Project

Recent Projects:

shenjisaomiacjieguo 0% Audi.. Jan22, 2.

daimashenjiyuanma 0 % Audi... Jan 10, 2...
1 0% Audi.. Nov 15, ..
EShop 0% Audi.. Aug 8, 2...

Open Project...

Open Collaborative Audit

!ﬁ Collaborative Applications: Signln..
a Sign in to list collabo...




| Summary | Audit Guide | Scan | Reports

AUDIT WORKBENGH ERTIF

Filter Set: |Quick View v O My Issues ™ Project Summary ¥

®m131 (87030 Do ... r:|n4] Summary| Certification Runtime

Group By: Category

Build ID:
Scan Date:
1 Cross-Site Scripting: DOM - [0/ 6]
() Cross-Site Scripting: Persistent - [0/ 3]
(3 Cross-Site Scripting: Reflected - [0/ 11]
(1 Dynamic Code Evaluation: Code Injection - [0/ 6]
(1 Open Redirect - [0/ 8]
2 SQL Injection - [0/ 11]
C1 5QL Injection: Hibernate - [0 / 86]

Warnings:

< > I

L Ui Citical(131)]

F Analysis Evidence = % =

F Summary I | F Details F Recommendations £ History| # Diagram| £ Screenshots £ Filters| £ Warnings

Scanned:

Total Issues:

nation | Analysis Informati

Certification: Res

All Issues by Folder

D save)

High (103)

£ Functions
Show: All v
Group by: package v Legend.,

Include API:

& External & Internal O Superclasses

~

Top-level functions
#/
& fjspfauthority
# /jsp/code
# /jspfcommon
# [jsp/login
# [jsp/property
# [jsp/repair
# fjspftransfer
# /jsp/warehouse
# [struts-dojo-tags
# [etruts-tags
# com.google.gson
# com.logs.actions.authority
# com.logs.actions.code
# com.logs.actions.common
# com.logs.actions.log
# com.logs.actions.property
# com.logs.actions.repair
# com.logs.actions.transfer
# com.logs.actions.warehouse
# com.logs.dao.authority
# com.logs.dao.code
& com.logs.dao.common
# com.logs.dac.imp.repair
# com.logs.dao.impl.authority
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