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File Edit Tools Options Help

WebRoot/jep/warehouse/addinventorylog jsp - Audit Workbench
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Group By: Category

~ (1 5QL Injection - [0/ 11] )
a ExInWarehouseDaolmpl java:407 (SQL Injecti

ExinWarehouseDaolmpl.java:414 (SQL Injecti

ExinWarehouseDaolmpl java:422 (SQL Injecti

« ExinWarehouseDaolmpl java:832 (Shared Sinl

ExInWarehouseDaolmpl java:846 (Shared Sinl

& WarehousemanageDacimpl.java:865 (SQL Inj

& WarehousemanageDaoimpl.java:934 (SQL Inj

WarehousemanageDaoimpl.java:1037 (Share «

C

E

£ Advanced..

£ Analysis Evidence = : =
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= ExinWarehouseDaolmpl java:624 - Assignment t
# ExinWarehouseDaolmpl java:627 - Return inoutr
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= ExinWarehouseServicelmpl java:662 - Assignme
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1 NewsAction.java
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F Summary F Details| # Recommendations £ History £ Diagram F Screenshots £ Filters £ Warnings =

Translation and analysis warnings. If the list is not empty you should check how you configured SCA.

type filter text

Code

~ = 12022
120z ® The class "javax.servlet.jsp.PageContext” could not be fo...
120z ® The class “javax.servlet http.HttpServletRequest”™ could n...
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F Functions
Show: All

Group by: package v Legend..

Include API:
& External & Internal T Superclasses

Top-level functions a
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# fjsp/authority

i# /jsp/code

# /jsp/common

# fjsp/login

# /jsp/property

# [jsp/repair

# /jsp/transfer

i# /jsp/warehouse

i /struts-dojo-tags

& /struts-tags

# com.google.gson

# com.logs.actions.authority
& com.logs.actions.code

i com.logs.actions.common
i com.logs.actions.log
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5 com.logs.actions.property

com.logs.actions.repair
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# com.logs.actions.transfer
com.logs.actions.warehouse
+ com.logs.dao.authority
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Translation and analysis

type filter text

Code
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“ The class
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[] Categories By Fortify Priorit

Location:

Report Template
OWASP Top 10

OWASP Top 10 Version OWASP Top 10 2013
Specify the of OWASP vulnerability classification

[ Key Terminology

Include the ‘Description of Key Terminology' section

[ About HPE Security Enterprise Security Products

Include the ‘About HPE Security Enterprise Securit;

[ Detailed Report

Provi

detailed descri

ns of reported issues

Use Fortify Priority instead der names to categorize

» Issue Filter Settings

Format: PDF ~

C\Users\lgy\AppData\Local\Fortify\AWB-16.2

Generate

section

issues

Browse...

Cancel
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Top-level functions
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# fjsp/authority
i# /jsp/code
# /jsp/commeon
# /jsp/login
# /jsp/property
# [jsp/repair
i fjsp/transfer
# /jsp/warehouse
# fstruts-dojo-tags
& /struts-tags
# com.google.gson
# com.logs.actions.authority
com.logs.actions.code
# com.logs.actions.common
# com.logs.actions.log
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# com.logs.actions.property

i com.logs.actions.repair

i com.logs.actions.transfer
com.logs.actions.warehouse
com.logs.dao.authority
com.logs.dao.code
com.logs.dao.common

# com.logs.dac.imp.repair

i com.logs.dao.impl.authority
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Executive Summary

Project Name:
Project Version:

SCA:

Weblnspect:
SecurityScope:

Other:

shenjisaomiaojieguo Issues by Folder
131

Results Present

Results Not Present

Results Not Present

Resuits Not Present
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B criical [l High Low
| Medium

Issues by OWASP Top 10 2013 Calegories
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FORTIFY

Issue BreakDown
The following table summarizes the number of issues identified across the different OWASP Top 10 2013

categories and broken down by Fortify Priority Order.
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FORTIFY

A1 Injection

Injection flaws, particulary SQL injection, are common in web applications. Injection occurs when user-

supplied data is sent to an interpreter as part of a command or query. The attacker's hostile data tricks
the interpreter into executing unintended commands or changing data

Dynamic Code Evaluation: Code Injection | Critical |
Location Analysis In Analyzer
WebRootjsfiquery-1.4.minjs:  Sink: Functiom.init
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Enclesing Method
iFce: ® a

WebRooUjs/protolype js:696  Sink: cvali) ScA
Enclosing Methad: evallSor
Source: ResponseH from

sink: eval SCA
Enclosing Method :
Source: -

WebRoot/js/prototype.js:702
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WebRootjs/prototype js:822  Sink: setTi
Enclosing Math
Source

Location Analysis Info Analyzer
WebRootjsiableFormSynch/  Sink: eval SCA
Jauery-1.2.6.min Js:29 Enclosing Method

Source

Analysis Info Analyzer
WebRootjs/treegrid/ 8ink: setTimesut () SCA
Jquery-1.8.0.min fs:2 Enclosing Method .
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& fjsp/transfer
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# com.google.gson

# com.logs.actions.authority

2 Advanced com.logs.actions.code
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£ Analysis Evidence = 3~ U # com.logs.actions.common
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