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1# Package Ex

% Type Hiera| = O
z 1 <?xml version="1.8" encoding="UTF-8"?>

2°<web-app version="2.5"

3 xmlns="http://java.sun.com/xml/ns/javaee"”

@ EShop
i jflyfox_mtgxoow
# lemsnewfujian

ﬂ‘;s i 4 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
=) ystem Library . s _m ’ . .
Rl % x51.5ch§maLocat10n— hftp.//qaua.sun.com/xmL/ns/Jaiaee
= Referenced Libraries 6 http://java.sun.com/xml/ns/javaee/web-app 2 5.xsd">
i Web App Wibraiies 7¢ <welcome-file-list>
”’Wi?mi 8 <welcome-file>index.html</welcome-file>
= DocumentTemplate 9 </L\'E]-C0me"Fi le-list>
= image 10 <filter>
inages , i <filter-name>struts2</filter-name>
= javascrip! g
& javascript1 12 <filter-class>
= javascript2 13 org.apache.struts2.dispatcher.ng.filter.StrutsPrepareAndExecuteFilter
B javascriptd 14 </filter-class>
=3 1 n .
i 15 </filter>
& JZImage 16 <filter-mapping>
=log il <filter-name>struts2</filter-name>
- META-INF .
] 18 <url-pattern>/*</url-pattern>
= showlmages = 2
&= WEB-INF 19 </filter-mapping>
lib 20 <!-- ECEITIERE R
7 spring-form.tld .
2 spring 21( <filter>
= web.xml Design Source
_ wHImdge . Problems & Tasks @ Web Browser| & Console # Servers 4 Search - " ol ElE
S !ndex‘l.llrnl tomcat6Server [Remote Java Application] E\software\jdk\jre\bin\javaw.exe (2019-2-20 F8:55:22)
# indexjsp LOE4]IWAKN NO appenders could DE tound Tor LOgEer (Org.SpringtrrameworK.wWeD.CONTEXT. LT
i log4j:WARN Please initialize the log4j system properly.
LI ' . o aa ena s -

# Image Previe x = Snippets ~ 0| &= = ~~ RN T, .

web-app/#text Writable

applicationContext.x il CkupFixAction.java 1 CkupFixServicelmp.ja 1) CkupFixDaolmp.java & ckupRecordList.jsp
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= 2= Outline

£ % Debug &P

« web.xmi &
# Context Paramr
& Filters
F struts2
7 hibernateFil
¥ onlineCheck
T struts2:/*
& hibernateFil
& onlineCheck
& onlineCheck
& onlineCheck
& onlineCheck
F onlineChech
# Listeners
& Servlets
RadarParam
; RadarParam
< ) ’ 5
= Properties 12
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applicationContextx  # showReportPepairDeta | s reportRevamp.jsp I CkupFixAction.java | [ CkupFixServicelmpja | @ CkupFixDaclmp.java . ckupRecordLlistjsp | web.xml
64 </session-config>
65
66 <context-param>
67 <param-name>contextConfiglocation</param-name>
68 <param-value>classpath:applicationContext.xml</param-value>
69 </context-param>
70 <listener>
71 <listener-class>org.springframework.web.context.ContextLoaderListener</listener-class>
22 </listener>
73- <servlet>
74 <description>This is the description of my J2EE component</description>
75 <display-name>This is the display name of my J2EE component</display-name>
76 <servlet-name>RadarParameterChart</servlet-name>
77 <servlet-class>com.logs.chart.RadarParameterChart</servlet-class>
78 </servlet>
79
80
81« <servlet-mapping>
82 <servlet-name>RadarParameterChart</servlet-name>
83 <url-pattern>/chart/RadarParameterChart</url-pattern>
84 </servlet-mapping>
85
86
87

88 </web-app>
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applicationContextx  # showReportPepairDeta | s reportRevamp.jsp i CkupFixAction.java | [ CkupFixServicelmpja | @ CkupFixDaolmp.java | . ckupRecordListjsp [ web.xml
58

59

60

61 <!-- BT R] 678 -->

62° <session-config>

63 <session-timeout>360</session-timeout>

64 </session-config>

65

66 <context-param>

67 <param-name>contextConfiglocation</param-name>

68 <param-value>classpath:applicationContext.xml</param-value>

69 </context-param>

70 <listener>

71 <listener-class>org.springframework.web.context.ContextLoaderListener</listener-class>
72 </listener>

73 <servlet>

74 <description>This is the description of my J2EE component</description>

75 <display-name>This is the display name of my J2EE component</display-name>
76 <servlet-name>RadarParameterChart</servlet-name>

77 <servlet-class>com.logs.chart.RadarParameterChart</serviet-class>

78 </servlet>

79

80

81 <servlet-mapping>

82 <servlet-name>RadarParameterChart</servlet-name>
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applicationContextx | * showReportPepairDeta | reportRevamp.jsp i) CkupFixActionjava | CkupFixServicelmp.ja | U CkupFixDaolmp.java | & ckupRecordListjsp
7 <welcome-file-list>
8 <welcome-file>index.html</welcome-file>
9 </welcome-file-list>
10 <filter>
11 <filter-name>struts2</filter-name>
12 <filter-class>
13 org.apache.struts2.dispatcher.ng.filter.StrutsPrepareAndExecuteFilter
14 </filter-class>
15 </filter>
16 <«filter-mapping>
17 <filter-name>struts2</filter-name>
18 <url-pattern>/*</url-pattern>
19 </filter-mapping>
20 <!-- ECEITVESE EEENE
21 <filter>
22 <filter-name>hibernateFilter</filter-name>
23 <filter-class>
24 org.springframework.orm.hibernate3.support.OpenSessionInViewFilter
25 </filter-class>
26 </filter>
27 <filter-mapping>
28 <filter-name>hibernateFilter</filter-name>
29 <url-pattern>/*</url-pattern>
30 </filter-mapping>
31
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- W iogin/right_news jsp - Audit Workbench
File Edit Tools Options Help
Summary | Audit Guide | Scan | Reports AUDIT WORKBENCH m
Filter Set: Quick View v OIMy Issues | = addinventorylogjsp | Project Summary right_news.jsp ~ O | F Functions ¢ e
= 131 [E103] 0] 0] .. |[H334] e el show:  |All .

~n

{rksheetnos}"™ var="sheetno

ach items="$§

Group By: Category v
(1 Cross-Site Scripting: DOM - [0/ 6]
~ 1 Cross-Site Scripting: Persistent - [0 / 3]
| addinventorylog.jsp:78 (Cross-Site Scripting: Persistent) | | |
w right_news.jsp:381 (Cross—S‘WebRootjjsp_t'warehuuse,’addInven1ory|ug.jsp|
« right_news.jsp:398 (Cross-Site Scripting: Persistent)
(1 Cross-Site Scripting: Reflected - [0 / 11]
2 Dynamic Code Evaluation: Code Injection - [0 / 6]
1 Open Redirect - [0/ 8]
2 5QL Injection - [0 / 11]
1 SQL Injection: Hibernate - [0 / 86]
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< >
Pl Advanced

F Analysis Evidence = : a

#) UserAction.java:101 - findUserByNP(return) o 4 ’ g ;
= UserAction.java:101 - Assignment to loginUser 398 -
#) UserAction.java:162 - put(1 : this[loginUser']) 395 </td>

30 NewsActionjava:73 - get(this['loginUser] : return)

= NewsAction java:73 - Assignment to user

#) NewsAction.java:164 - getUsername(this.username :

#) NewsAction java:164 - trim(this : return)

= NewsAction.java: 164 - Assignment to userName

) NewsAction. java:230 - setAttribute(1 : this['userName'])

30 right_news jsp:398 - getAttribute(this['userName'] : retur
~ %l right_news.jsp:398 - print(0)
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User:

=basePath%

${sheetno.inor
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wareh
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basePath

warel

Cross-Site Scripting: Persistent

(Input Validation and

Representation, Data Flow)

Smart Insert
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Group by: package

<

v Legend..
Include API:

& External &2 Internal O Superclasses

Top-level functions
B /
& fjspfauthority
& [jsp/code
@ /jsp/common
& [jsp/login
/isp/property
@ [jsp/repair
@ fjsp/transfer
& [jsp/warehouse
& [struts-dojo-tags
@ fstruts-tags
@ com.google.gson
® comlogs.actions.authority

& comlogs.actions.code

& com.logs.actions.common
# comlogs.actions.log

# comlogs.actions.property
& com.logs.actions.repair

® com.logs.actions.transfer

& com.logs.actions.warehouse
@ com.logs.dao.authority

# com.logs.dao.code

# comlogs.dao.common
com.logs.dao.imp.repair

& com.logs.dao.impl.authority

& com.logs.dao.impl.code
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