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: %5 Debug =7 . 41 Servers 3 7 = B | w-Variables | % Breakpoints 17 4 Expressions| 4 Search
o Daemon Thread [http-8080-2) (Suspended) ~ » GradeDao [ine: 111] - gradeDelete(Connection, String)

= GradeDao.gradeDelete(Connection, String) line: 112

radeDeleteServiet.d pervietRequest, HitpServietRess fine: 47

radeDeleteSenvet(HitpSendetl senvice(HitpServstRequest, HitpServietResponse) line: 710

= GradeDeleteSendetHitnSendet senical Serd el fine: AN > e DFERAE SERNGE S
1] LoginControllerjava 1| Adminjava 1| LoginServietjava i1) UserDaojava [x? web.oml 1Y) StudentlistServietjava iJ| GradelistServietjava /] GradeDaojava [ 1| GradeDeleteServietjava J| GradeCombolistServletjava
s
* delete from tableName where field in (1,3,5)
* (0 con
* @param delIds
* Exception
¥
. public int gradeDelete(Connection con,String delIds)throws Exception{
2 String sgql="delete from t_grade where id in("+delIds+")";

PreparedStatement pstmt=con.prepareStatement(s v o deids=e041 Ga-6503)

return pstmt.executeUpdate(); e
}

W value= (id=6504)

40,41

& Console 2
myeclipseTomcatServer [Remote Java Application] C\Program Files\Java\jdk1.7.0_17\bin\javaw.exe (2019-5-4 F2F12:28:56)
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:261)
at org.apache.coyote.httpll.Httpl1lProcessor.process(HttpliProcessor.java:844)
at org.apache.coyote.httpll.HttpllProtocol$HttpllConnectionHandler.process(HttpllProtocol.java:581)
at org.apache.tomcat.util.net.JIoEndpoint$Worker.run(JIoEndpoint.java:447)
at java.lang.Thread.run(Thread.java:722)
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B Burp Suite Profescional 1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn

Burp Intruder Repsater Window Help

. = o T e i e T s SRR
w @ & HF-3 -t o é iy HTrO-qQ oy P - ; T T
£ e [ Target | [ Spider | Scanner | iniruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User aptions | Alers |
%% Debug 11 4 Servers [ 37 = 0w —
+& Daemon Thread [http-8080-1] (Running) ~ | 1x[2x | |
4@ Dasmen Thraad hitp-8080-2] (Running)
+® Daemen Thread [http-8080-3] (Running) Go

»il C:\Program Files\Java\jdk1.7.0_T7\bin\javaw.exe (2019-5-4 F512:28:56)

v Hit ca

1] LeginController java 4| Adminjava 1] LoginServietjava ] UserDao java f web.xml J] StudentlistServietjava i1l GradelistServietjava )

i * I Exception

e

public int gradeDelete(Connection con,String dellds)throws Exception{
String sql="delete from t_grade where id in("+delIds+")";
PreparedStatement pstmt=con.prepareStatement(sql);
return pstmt.executeUpdate();

B console ¢ ¥ Tasks| 94 JavaScript Scripts Inspector

myeclipseTomeatServer [Remote Java Application] C:\Program Files\Java\jdk1.7.0_17\bin\javaw.exe (2019-5-4 E512:28:56)
at org.apache.catalina.core.S5tandardEngineValve.invoke(StandardEngineV
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.j
at org.apache.coyote.httpll.HttpllProcessor.process(HttpliProcessor.ja
at org.apache.coyote.httpll.HttpllProtocol$HttpllConnectionHandler.prc
at org.apache.tomcat.util.net.JIoEndpoint$Worker.run(JIoEndpoint.java:
at java.lang.Thread.run(Thread.java:722)

java.sql.SQLException: Cannot delete or update a parent row: con
at com.mysql.jdbc.MysqlIO.checkErrorPacket(MysgqlIO.java:2928)
at com.mysql.jdbc.MysqlI0.sendCommand(MysglIO.java:1571)
at com.mysql.jdbc.ServerPreparedStatement.serverExecute(ServerPrepared
at com.mysql.jdbc.ServerPreparedStatement.executeInternal(ServerPrepar
at com.mysql.jdbc.PreparedStatement.executeUpdate(PreparedStatement.ja
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Cyber Works

[Raw | Params | Headers | Hex |

POST /StudentinfoManage/gradeDelete HTTP/1.1 A
Host: localhost F
.0 (Windows NT 10.0; 'Win64; x64; n60.0)
%/60.0
2 json, text/javascript, */*; =001
Accept-Language
2h-CN zh;q=0.8,zh-TWiq=07,zh-HK;q=0.5,en-USq=0.3,en;g=0.2
/StudentinfoManage/gradelnfoManage jsp
lic ation/«=www-form-uriencoded; charset=UTF-B
ith: XMLH ttpReguest
h: 14
Cookie: JSESSI ID=CF632875E4F7FBDAF9420B81915A6E76
Connection: close
dellds=42%2C43) or 1
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Target: hitp:/flocalhost:80¢
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1 Debug - Studentine 4.
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deDao,java - MyEclipse Enterprise Workbench - a X

Navigate Search Project MyEclipse Run Window Help
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% Debug 57 4 Servers L] F. 7 = O 09 Varibles | ® Breakpoints & . & Expressicns | 4 Search =0
+@ Daemon Thread [http-8080-2] (Running) A RGP @mEYE|?

4@ Dasmon Thread [http-8080-3] (Running)
o C\Program Files\Java\jdk1.7.0_17\bin\javaw.exe (2019-5-4 L&F12:28:56

# GradeDao [line: 117] - gradeDelete{Connection, String)

< > e =0 rE e

| GradeCombolistSerle ™

Exception I

£ web.xml uJ] GradelistServiet jav J] GradeDaojava 2 \J] GradeDeleteSenvletj

# comjaval

‘= import de
public int gradeDelete(Connection con,String dellds)throws g i
String sql="delete from t_grade where id in("+delIds+"] o grad
PreparedStatement pstmt=con.prepareStatement(sql); & el

! return pstmt.executeUpdate(); i

B Console 2 &) Tasks| 94 JavaScript Seripts Inspector B w Bl 8| ~Me=0

myeclipseTomcatServer [Remote Java Application] C:\Program Files\Java\jdk1.7.0_17\bin\javaw.exe (2019-5-4 E£412:28:56)
org.apache.catalina.core.StandardEngineValve.invoke(StandardEngi”
org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapte
org.apache.coyote.httpll.HttpllProcessor.process(HttpliProcessor
org.apache.coyote.httpll.HttpllProtocol$HttpllConnectionHandler.
org.apache.tomcat.util.net.JIoEndpoint$Worker.run(JIoEndpoint.ja
java.lang.Thread.run(Thread.java:722)
java.sql.SQLException: Cannot delete or update a parent row:
at com.mysql.jdbc.MysqlIO.checkErrorPacket(MysgllIO.java:2928)
at com.mysql.jdbc.MysqlIO.sendCommand(MysglIO.java:1571)
at com.mysql.jdbc.ServerPreparedStatement.serverExecute(ServerPrepa
at com.mysql.jdbc.ServerPreparedStatement.executeInternal(ServerPre
at com.mysql.jdbc.PreparedStatement.executeUpdate(PreparedStatement
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Spider | Scanner | Intruder | Repeater | Sequencer | Decoder Comparer | Extander Praject options | User options | Aerts
1 | |

_\j? fial - |

Go

| Raw | Parems | Headers | Hex |

Target: hup:/localhost:80¢

[[Rew [ Headers [ Hex |

POST /Studentinf
Host localhost:
User-Agent: Mozilla/5.0 (\Windows NT 10.0; Win64; x64; n:60.0)
Gecko/20100107 Firefox/60.0

cept: application/json, text/javascript, */*; q=0.01

\anage/gradeDelete HTTP/1.1

Language:
zh-CNzh;g=0.8zh-TW;g=07 zh-HK:q=0.5,en-US:q=0.3 en;
Rafe
ion/x-www-form-urlencoded; charset
h: XMLHttpRequest
th:32
'ONID=CF632675 &

Connection: close

dellds=42%2C43) or id ini44,45)%
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Done

A HTT 200 OK

r Server: Apache-Coyote/1.1
Content-Typa: text/himicharsat=utf-8
Date: Frl, 03 May 2019 17:12:21 GMT
Connection: close
{"succes: c®, “delNums":4}
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