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if ([[MSFileManager defaultManager] fileExistsAtPath:@"/Applications/Cydia.a
pp"IN
return YES;

lelse if([[NSFileManager defaultManager] fileExistsAtPath:@"/Library/MobileS
ubstrate/MobileSubstrate.dysh"]H

return YES:

lelse if{[[NSFileManager defaultManager] fileExistsAtPath:@"/bin/bash"]}{
return YES;

lelse if([[NSFileManager defaultManager] fileExistsAtPath:@"/usr/sbin/sshd"])

return YES:

lelse if([[NSFileManager defaultManager] fileExistsAtPath:@"/etc/apt™){
return YES:

}
return NO;
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if(([UlApplication sharedApplication] canOpenURL:[NSURL URLWithString:@"cydi

a:ll"IX
return YES:
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if ([NSFileManager defaultManager] fileExistsAtPath:@"User/Applications/"T{

NSArray *applist = [NSFileManager defaultManager]
contentsOfDirectoryAtPath:@"/User/Applications”
error:nil];
if (applist = nil || [applist count] > 0 ) {
return YES;
}

HRCIINE NSFiIeMih]an_:,-er

[@"test™ writeToFile:@"/private/test.txt” atomically:YES encoding:NSUTF8StringEncoding erro
r:nil];
if {error == nil) {

return YES;

}

int forkValue = system(-1); // BJLLE fork()
if (forkValue = 0) {

return YES;




&

L]




SNSRI .

AliztIsasEIR

EFNRRERHNSER, WEEEK(EA LLDBXIIER

TSR, BBUETHE R, FEFIEREITE
Eg—fﬂ&*fl?ﬁino




SIS LS J\'

Rl

fitEdebuaserver
1.18F Y HEYdebugserver(/Developer/usr/bin/debugserver) ¥ I Z|EEAX L,
2 FAAap <31 T4MR (lipo-thin armv7 debugserver-output debugserver)
3.7z~ 0task for pid fXPR (Tent.plist, J&Fent.plistfldebugserveriiEIE—B R FiH1T
&%, codesign-s - --entitlements ent.plist -f debugserver
4 54 BEFAYdebuaserveriE I AiESRiosIR
{(§FHLLDB
1.sshB|FH, SAEFFBdebuaserverialf (debugserver*:12345-a“targetapp”)
2. M
Lidb
Process. Connnect connect://ip:port




e

breakpoint list
Current breakpoints:
1: address = Ox000E BEBOcc/730, locations = 1

-

1.1: address = @xE00000000608cc730, unresolved, hit count

snAaEFm~, STLAH TR
153:%1_?’_2:?% deﬂugmzrvlfr—ﬁ'{#]FHGGF‘.ﬁH:ﬂen-ug_ser-,-er PROJECT:debugserver-340.3.51.1

for armv7.
Attaching to process Dahualink_Enterprise...
Listening to gort 12345 for a connection from *...
Waiting for Si%uggﬁr instructions for process ©.
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#import <UIKit/UIKit.h>

#import “"AppDelegate.h"
* A3\ #import <dlfcn.h>
t 1 #import <sys/types.h>

void anti_gdb_debug();
typedef int (=ptrace ptr){int request, pid_t pid, caddr_t addr, void =data);

#1f !defined(PT_DENY ATTACH)
#define PT_DENY_ATTACH 31
fFendif

1% . ptraCeBﬂﬂ:Bﬁ}]ﬂ int main(int argc, char = argvi]) {

#ifndef _DEBUG
anti_gdb_debug();
fendif

gautoreleasepool {
return UIApplicationMain(argc, argv, nil, NSStringFromClass( [AppDelegate class]));
}

}

vold anti_gs debug(){
void =hidhdle = dlopen(NULL, RTLD_GLOBAL | RTLD_NOW):
ptrace_ptr p_ptr = dlsym(handle, “ptrace”);
p_ptr{PT_DENY_ATTACH,2,8,9);
diclose(handle);
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BNESERY

sjog | =ity
SERHIE
W TFFr=, EiEgR T username # password:

com.apple.accessibility. AccessibilityUlSersgr <(mull)>; hosting F‘lh {

1}; Level 0.000008; active NO [wants NO); suppression 8> co t take process assertion
Aug 16 16:15:10 NSFOCUS-2N ApaxihYdcra(114] wlarnings Wm:—
Awg 16 16:15:180 NSFOCUS-IN SpringBoard|[79] <Maraing>: JTKUyUUaTC
con.apple.accessibility AccessibilityUlServer <(null)>; hosting PIDs {(

1}; Level 0.000000; active MO [(wants NO); suppression §>] could not take process assertion
Awg 16 16:15:10 NSFOCUS-IN SpringBoard([79] <saraing>: [« _UlKeyboardArbitertandle: $xl7cabcb®; PID 121:
con.apple.accessibility AccessibilityUlServer <(mull)>; hosting PIDs (|

1}; Level 0.000000; active MO [wants NO); suppression §»] could not take process sssertion
Aug 16 18:15:10 NSFOCUS-IN SpringBoard([79] <waraing>: [« _UINeyboardArbiterMandle: @x17calch®; PID 321:
com.apple.accessibility. AccessibilityUlServer <(mull)>; hosting PIDs (|

1}i Level 0.000000; active WO [wants NO); suppress

Aug 16 16:15:13 NSFOCUS-ZN ApexwhYdcrm(1134] <arning mmm

Awg 16 16:15:13 NSFOCUS-IN SpringBoard([79] <Marning»: [<_L »oar

121

121

com.apple.accessibility AccessibilityUlServer <(null)>; hosting PIDs {(
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2% https://github.com/ibireme/YYKeyboardManager
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11213]415]16]171819]1011)]2 4 5 6 7 8 90
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URLSchemeRios FIEFEHFHTEEEBINER (BEERER AR
=) F A ERRAEAEERNURLScheme, SFURLScheme §EfigH

}iF, ENEIENXE. TEERF
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URL Scheme E==onl

T4 E2EURL Scheme?

BERENR, BT ERERDERREAFPIRFAIZRS, AppREEHIAEIE
CRIEERBEE 7T NAESENEERRE. MLCERREH T LA
AppZ [BJHk4ERY73/AURL Scheme, WIR{REVAppEERHE—MEBIBIAPPIGIA]
RUTDREERE SR, BRAIMRMIE(RRIAPPE X —MEXIRAJURL Scheme, =33l
HIApp{ER—1NURL Schemei#{Tiz[alY, RFASEIEURLScheme#H{TILELD,
HATHEN AT,




URL Scheme -%@U\J

aﬂﬁﬂﬁﬂURL Scheme’?

737 EILRNRERE FERIBRAREGE, BeH1BRE/ LI

URL(Uniform Resoure Locator:t—&IRENES ) BIEFIBERIER “Mut” |, @EEBEA T LABIRZRIEA]
EENRSFIER, FEURLALMEEBENAISEL

URLIBUEAETHES 9:sheme://host;port/path, Z5MFIlF:  http://wwwsohu.com/domain/HXWZEL.E— 1 EELRY
URL, MIXARIUEXTMAISchemeFEhttpZRaEIE— URLFR— MUE—=IRIIE., Br]LIRM#E—
FEE NI,

- IRIEFA] LEEITURL Scheme RYIERE, FAITLURREZMIER, FELARIBNEAFERIos £, FHATTLURER
— NI —E, F—MUFRRY URL SREM— NN BEZENBERERENEARNINEE. MmEfX ™ ARR, 1
HEScheme, ELANESHISchemeREweixin 3] FFEE1T—33IH8ER9URLSchemel| 2weixin://dl/scan,

« XHF—XIHCH B ZRIBENIE#F L TURLSchemelIEIEZ X, BREA T HIOSRFEFENXIMNAIAppAIEHRIT
SIRZAGIERIE, SZHIURLSchemeiRB]LUEIBRSEL,
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pd /

URLSchemelNHIn= ?

A TEINRARVIESE FEAVBERERE, B(ER/ LI

{EFRIOS R ZTNIZAIURL SchemelFRFApp:

iosRANERIApp, Wmail, BIEFSE, #HMEMAIURL SchemetE ttAIAppEA. LIl
TEBIEHEER R FAIETEAPPLS 18888888888+ TEIA.,

[[UIApplication sharedApplication] openURL:INSURL

URLWithStrina: @"tel/18888888888"]I;

FFEMRFATIFNURL SchemeR I AFEA




Phone
SMS
Mail
iBooks

App Store

iTunes :

Music / iPod

Videos

mailto
Ibooks://

http://itunes.apple.com

http:http://phobos.apple.com

MUSIC

Videos
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1. 8Finfo.plist2RTFEURLschemes

2 #iE— 1 "xCodef2f%, fxinfoplistFJIAURLSchemes, itemBYBEEFNEEH
HFa9E—E

ifey Type Value
v Ilhlorn'.\'llo-\ Property List 1
Localization native development r -
W URL types
¥ item O
¥ URL Schemes -
i item 0 oo - +Ti0SDevTips
URL identifier - com.iOSDeveloperTips.TestApp
Bundle display name -~ 1 SIPRODUCT _NAME)}
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N ARSI IXE—5%URLScheme i53k%5 B CUNR H S el LAWK RIS AR
URLScheme ;& B AFFUNRAGEWRIREF BB AN 7 XAHER LAREE AT
FENEA AT app

[[UlApplication sharedApplication] openURL:(NSURL URLWithString:@"<URL_S
CHEME>II"));
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BiEZ:

A B MobileCoreServices R%9H
applicationsAvailableForHandlinaURLScheme075 £ R LASKEN RS /1 7 1%
URL Schemes BIR AFIANER IR, BE fm R AR AT LAE I E 2,803 BIARY URL
Scheme BEWENT 1, HIESE T

Class LSApplicationWorkspace class = objc_getClass{"LSApplicationWorkspace
)
NSObject * workspace = [LSApplicationWorkspace class performSelector.@sel

ector{defaultWorkspace)];
NSLog(@"openURL: %@", [workspace performSelector@selector(applicationAv
ailableForHandlingURLScheme:) withObject@"<URL_SCHEME?=>"]),
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