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mobaxterm

(https://mobaxterm.mobatek.net/)
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Welcoma to MobaXterm

Press <return®> to stadt & local terminal




xshell

(https://xshell.en.softonic.com/)
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1 FEHShell @ 2 FHBShell =

Xhhell for xnanager Enterprise 5 (Build 6815)
opyright (c) -2017 NetSarang Computer, Inc. All rights

Type help' to learn how to use Xshell prompt.
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xftp

File Edit View Commands Tools Window Help

o New - Reconnect | B gl Run » - =
u2-jsp
| & & uzisp
MName 4 Size  Type Modified
pa
META-INF it 2017/1/18, 14:15
WEB-INF Trigs 2017/1/16, 14:15
" indexjzp B34 Bytes A 2017/1/16, 14:15
" MyfFilejsp IKB X 5
= Mylspisp] IKE  Active Ser.. Z017/1/16, 14:15

Transfers Logs

Mame Status Progress Size

"= Mykpjsp Error 0% 0 Bytes/3KB

b

192.168.200.129

ftomcat/apache-lomcat-7.0.57 'webapps

Name

docs
exampies
host-rmanager
manager
ROOT

= MyFile jsp

Lacal Path <=

Di\romcal\apache-to..

Size Type

3KB

Remaote Path

Modified

2017/2/8. 18:02
2017/2/8. 18:02
2017/2/8, 18:02
2017/2/8, 18:02
/8, 18:02

201771716, 14:15

Speed

192.168.200.12%:tomcat..  0U0D KB/s

1 ebject(s) selected
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putty

(https://www.chiark.greenend.org.uk/~sgtatham/putty/)

3

Category:
Session
Logging
Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
Selection
Colours
- Connection
Data
Proxy
Telnet
Rlogin
+-55H
Sernal

About

Basic options for your PuT TY session

Specify the destination you wantto connectto

Host Name (or IP address) Port

22
C_cnnectlcrn type: = = :
(JRaw () Telnet ()Riogin (@55H () Serial

Load. save or delele a stored session
Saved Sessions
Default Setings Load

Save

Delate

Clogse window an et
(O Aways (O MNever (®) Only on clean exi

Open Cancel



filezilla

https://www.wikiwand.com/zh-sg/FileZilla




python—iEi%

ssh2— MY, OpenSSHEHEAP—NFHESCH, paramikoZPythonfd—1NE, SEIR T SSHv21
W (EEERcryptography),
AT LAERIParamikofEPython B B EASSHIMM XTItz RSS2/ TR E, MAEEE

sship S nfeIRZ 281 THR(E.




Paramiko

https://github.com/paramiko/paramiko
*Python SSHv2 {HY{EEIR

L

pip install paramiko




import paramiko

##1.lEE— N sshXdgclient =paramiko.SSHClient()

#2MRRERR: MRZANRE, ERIRip 2HIERyesaiEnolYRIE, ##BmikEyes
client.set_ missing_host_key policy(paramiko.AutoAddPolicy())

#3 AR5 2R
client.connect(hostname="'172.17.68.1",port=22,username="root',password="'123456")
#A T

stdin,stdout,stderr =client.exec_ command('hostname’)

#5 3K SHITAVE R result=stdout.read().decode('utf-8')print(result)

#6. KITIER:

client.close()




def sshConnect(CTFname, 1):
WebWorkPath CTFname oF il str(i) '
ConfigFilePath - WebWorkPath 2 Sy 'Config’ o 'ssh.txt'
my_ssh open(ConfigFilePath, 'r').read().split(',")
IP, port, username, password, pkeyfile, RemoteFilePath = my_ssh[@], int(my_ssh[1]), my_ssh[2], my_ssh[3], my_ssh[4], \
my_ssh[5]

LI}

MysqlUsername

MysglPassword

a Back.AWD(IP=I port=p username=username, [=password, pkeyfil le, WebWorkPath=WebWorkPath,
RemoteFilePath-RemoteFilePath, MysglUsername-MysqlUsername, LPassword-MysqlPassword)

LI}

a.startup()
a
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passwd usernamef{Z I sshz15

mysql -uawd -p123465

set password for username@localhost =password(xxx EXNEHEEZRS
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BBBEE R getshell 7, cat/flagiE HARTT?

M5l alias)

alias get flag="python -c "import hashlib;import time;print
\"flag{%s}\"%(hashlib.md5(str(time.time())).hexdigest())""

alias curl="python -

c" import (\"sys\").stdout.write(\"flag{9%s)\\n\"%(_import_(\"hashlib\").md5(\"\"join([ import_(\"random

\").choice(import_ (\"string\").letters)for i in range(0x10)])).hexdigest()))""
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